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Abstract. The complexity and the intrusiveness of current proposals
for AAL monitoring negatively impact end-user acceptability, and ultimately still hinder widespread adoption by key stakeholders (e.g. public
and private sector care providers) who seek to balance system usefulness
with upfront installation and long-term configuration and maintenance
costs. We present the results of our experiments with a device-free wireless sensing (DFWS) approach utilising commercial off-the-shelf (COTS)
Ultra High Frequency (UHF) Radio Frequency Identification (RFID)
equipment. Our system is based on antennas above the ceiling and a
dense deployment of passive RFID tags under the floor. We provide baseline performance of state of the art machine learning techniques applied
to a region-level localisation task. We describe the dataset, which we
collected in a realistic testbed, and which we share with the community.
Contrary to past work with similar systems, our dataset was collected in
a realistic domestic environment over a number of days. The data highlights the potential but also the problems that need to be solved before
RFID DFWS approaches can be used for long-term AAL monitoring.
Keywords: Ambient Assisted Living (AAL), Healthcare Monitoring,
Device Free Wireless Sensing, Radio-Frequency Identification (RFID),
Indoor Localisation, Region-Level Tracking, Fingerprinting
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Introduction

Sensor-based indoor monitoring is a cornerstone component of any Ambient Assisted Living (AAL) platform, providing information relating to users’ location,
activities, falls, and well-being. Common approaches rely on sensing devices attached to the environment, or attached to the body (wearable). Installation and
configuration costs of these solutions limit large scale adoption, and many people
are simply uncomfortable living with sensor devices in their own home, especially
cameras, and are unwilling, find impractical, or simply forget to carry wearable
devices.
Device-free wireless sensing (DFWS) [1] is an emerging paradigm with the
potential to address many of these concerns. Instances include systems using active/passive radar, WiFi and radio-frequency identification (RFID) technology.
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The underlying working principle in all cases is the use of radio frequency (RF)
signals as a sensing medium: the presence, the location and the activity of humans can be estimated by analysing the way they influence the wireless signal.
The key advantage of DFWS approaches is that they do not require users to
wear or carry devices. However, ensuring ease of configuration and robust and
reliable monitoring performance outside simplified laboratory conditions remains
an outstanding challenge [1].
In this paper, we describe a monitoring system based on COTS UHF RFID
equipment. Compared to other DFWS technologies, High Frequency (HF) and
UHF RFID systems (respectively operating at 13.56MHz and between 860 and
950 MHz) are already in widespread use in monitoring applications such as
access control, stock management and logistics. RFID tags are either active or
passive, where the former have their own power source and a long broadcast
range (as much as several hundred metres) and the latter capture power from
the interrogating reader to send a response signal with enough energy to travel
a few metres.
In particular, UHF RFID is increasingly framed as a source of useful data
for healthcare monitoring applications [2], as the higher frequency allows for the
rapid capture of data from a large number of passive tags, at a high data transfer
rate, and with a read range (≥10m) compatible with domestic environments, at
relatively low cost. However, most UH/UHF RFID-based monitoring systems
used in AAL applications to date are typically comprised of fixed readers in the
environment that track moving tags attached to people/objects [3][4], or viceversa [5][6]. On the contrary, our system is designed for DFWS use: we employ
only passive tags. These are distributed under the floor, in a dense grid pattern, and are continuously interrogated by antennas concealed above the ceiling.
Existing works, which have evaluated the use of similar dense deployments of
passive RFID tags in walls or floors [7] [8] [9] [10], have done so in small-scale
settings and over a limited time-frame.
On the contrary, we evaluated our system in a realistic and real-size domestic environment over a nine day period. We describe the fully annotated RFID
dataset, and provide baseline performance measurements for a region-level localisation task implemented by analysing Received Signal Strength Indicator
(RSSI) data using state-of-the-art machine learning techniques. Having utilised
commercial off-the-shelf equipment, this paper can in part be considered a ‘how
to’ guide. In particular, we highlight the impact of RSSI drift, which needs to
be addressed before enabling long-term AAL monitoring in multipath-rich environments with similar setups.

2

Related Work

Much attention has been paid to using RFID to detect human object interactions
by perceiving movements of tags attached on everyday objects. The majority of
these works, such as [11] and [12], have exploited active tags, which are bigger
and require maintenance due to their battery. [3] demonstrated a passive RFID
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trilateration technique based on RSSI data. This is filtered using a Gaussian
mean to reduce flickering. The system reaches an average accuracy of ±14.12cm
over an area of 6m2 (a kitchen in a smart home laboratory). The information is
used to identify the usage of items and contribute to complex behavioural pattern
mining. Noticeably, constraints specific for object tracking approaches include
the fact that folding tags (to adhere to objects without flat surfaces) degrades
performance, and that typically objects must be tagged with more than one tag
and multiple antennas must be carefully placed to increase their observability.
Much work on RFID-based localisation stems from the LANDMARC approach, which relies on fixed position (active) ‘reference tags’ and readers to
track moving ‘target tags’ [13]. Accuracy typically depends on tag density, with
the original architecture having a position error of 1-2m using k -Nearest Neighbour to find the closest reference tags to the target. Latest derivations include
systems using Bayesian estimation ([14]) and fingerprinting ([15]), reaching errors as low as 15cm with reference tag spacing of 40cm. Other approaches rely
on placing the RFID reader on the moving object (e.g. [6]), which makes them
not practical for AAL monitoring.
More recently, wearable-free approaches have used readings from passive tags
fixed to walls of the smart home to predict human activities. Approaches in [7]
and [8] both demonstrate how continuous reading of a ‘wall’ of RFID tags while a
human moves in front of them can be used to accurately predict activities based
on motion and pose. All the activities in these examples are carried out within a
short distance from the wall (few meters). Temporary occlusions or physical obstructions are inherent problems with this type of wall-mounted setup. Crucially,
all these systems have been tested only in tightly controlled/stable environments
over short periods of time - a point made also by [16] in their analysis of RFID
sensing applications.

3

Fingerprinting for Region-Level Localisation

In order to support the evaluation of a RFID-based DFWS monitoring system for
AAL applications, we implemented a RFID fingerprinting approach for regionlevel localisation. Tracking users’ movements across different regions of their
home is a key function to monitor their health and behaviour [17].
The simple idea of fingerprinting is to learn the characteristic signature of
the signal received from given locations. It is a widely adopted technique in
RF-based localisation systems, to avoid having to model multipath analytically
[18]. However, this comes at the cost of having to collect supervised information
through a calibration step. The other problem, is that RF signals is strongly
affected by multipaths and other perturbations, such as interference from metal
present in the environment and/or in objects, humans or RF-based appliances.
3.1

Testbed and Hardware Setup

We evaluated the feasibility of our fingerprinting approach in a realistic domestic
environment. The experiments and results reported here were performed in the
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Robotic Assisted Living Testbed (RALT)3 . This is a 60m2 , fully-furnished simulated apartment consisting of a bedroom, bathroom and combined kitchen/dining
and living areas.
Our system utilised commercial off-the-shelf IMPINJ hardware:
– 1 x IMPINJ Speedway Revolution R420 UHF RFID Reader
– 4 x Laird Far-Field RAIN RFID Antenna (865-868MHz)
– Approx. 196 x IMPINJ RFID Monza 4QT Tags (excl. object tags)
Groups of four tags were affixed to 60cm2 Ethylene Vinyl Acetate (EVA) floor
mats, enabling easy installation. For our experiments, the kitchen and bedroom
of the testbed were fully outfitted with tags, as shown in Figure 1. Interrogating
antennas are behind mineral fibre tiles, at ceiling height of 2.4m.

Fig. 1: Map of the testbed, showing
positions of antennas and tags used
during the study. Orange boxes represent boundaries of location zones.

3.2

Fig. 2: Single option within an activity
pathway for the ‘early morning/wakeup’ phase. Participants executed at
least nine of these per session.

Data Acquisition

Custom software captures and stores tag reports (comprised of peak RSSI, phase
angle, and calculated velocity) for each tag in a pre-configured tag dictionary,
utilising the Low-Level Reader Protocol (LLRP) toolkit from IMPINJ. A snapshot of all tag reports is generated and stored every second along with a Unix
timestamp, while values are latched by the software for five seconds from their
last update; although the value can still be updated during this time.
Our IMPINJ reader was configured in ‘AutoSet Dense Reader Deep Scan’
mode, which widens the effective scan coverage area versus faster modes such as
‘Max Throughput’. The heatmap in Figure 3 shows the average inquiry frequency
3
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Fig. 3: Heatmap of tag updates. Heatmap squares (right) correspond directly to
floor tiles (left). Tiles with -1 have no tags. Antenna positions represented by
‘A’. Expressed in percent (%) of snapshots that contain an update for tags on
the tile, e.g. a tile at 93% updates on average every 1.08 seconds, while a tile at
3% updates every 33.33 seconds.

of tags for the bedroom. With two antennas, some tags update at a rate of almost
once per second, while others (mostly those at greater distance from an antenna)
are considerably more infrequent. The average read rate is 52.2%, which equates
to a read rate of 63.1 reads per second for the bedroom.
3.3

Activity Pathways Data Collection

Data collection was undertaken by recording raw RFID data together with video
footage of six volunteers over ten sessions, for later annotation and processing.
All participants took part in one approx. 40-50 minute session, while participant
#2 took part in an additional four sessions, for a total of five sessions labelled
#2A through #2E. Sessions were performed on four days during a total time
period of nine days. A particularly important point to note is that one session
from participant #2, session A, was undertaken six days before the subsequent
four sessions (B-E) with that same participant. Overall, this generated a total
of 25,924 snapshots/seconds (≈7 hours 12 minutes) of RFID data. Figure 4 is a
frame extracted from the recorded video stream.
Volunteers were asked to follow a set of prescribed activity ‘pathways’. Each
pathway defines the order of execution, mimicking real-world scenarios. Participants repeated pathway variations, to simulate variances in human behaviours.
An example of a single activity pathway (one of nine in each session) is shown
in Figure 2. Individual activities may carry a minimum suggested time in sec-
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(a) Bedroom (CH4)

(b) Kitchen (CH7)

Fig. 4: Example of footage captured by the CCTV system.

onds (to avoid early termination of repetitive tasks such as teeth brushing), or
a ‘NAT’ instruction to behave naturally.
Collected RFID data was annotated by manual inspection of the video footage,
with the annotator noting the delimiter points of each region where the user
stood, sat, or moved, together with the associated activity being performed,
with a resolution of 1s. Regions are semantically relevant in relation to common
household activities and are highlighted in Figure 1. At all other times, the user
was transitioning between the regions, and the data is annotated to belong to a
class ‘TRA’ to reflect these transition states.
3.4

Experiments

Table 1 summarises accuracy results obtained using off-the-shelf classification
algorithms included in the Weka Explorer environment.
Full Dataset (Participants #1-6)
Evaluation Type
NB RF LR IBk SMO
Cross-Validated (10-fold) 49.77 94.77 82.67 94.83 82.58
66/33% Train/Test Split* 45.80 57.63 37.62 40.08 42.21
L1O: Participant #6
43.82 72.71 57.52 52.19 61.96
Participant #2 Only
Cross-Validated (10-fold) 59.88 94.26 85.17 94.32 84.33
L1O: Participant #2E
47.10 78.39 24.94 40.24 59.63
L1O: Participant #2A
12.22 41.37 10.67 27.93 31.54

DESN
75.00
76.00
20.00

Table 1: Comparison of algorithm accuracy (number of true positives and true
negatives over the total number of samples) for region estimation. L1O = ‘leaveone-out’.*Split before shuffling the training set, test set order retained. NB =
Naive Bayes, RF = Random Forest, LR = Logistic Regression, IBk = k-Nearest
Neighbours, and SMO = Sequential Minimal Optimisation.

First, we have included 10-fold cross-validation results for: (1) the entire
dataset, and (2) only data from participant #2. These results indicate that it is
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entirely possible to learn and make predictions on fingerprint RFID data with a
high degree of accuracy. However, the high accuracy obtained with this approach
does not paint a full picture of long-term behaviour or day-to-day variation in
RSSI data.
We then evaluated the same models with a train/test split approach, splitting
the dataset before shuffling the training set: this ensures that entire blocks of
sequentially labelled location data is hidden from the algorithm while building
the model - in order to simulate the way the system would practically function after its calibration. We have provided results for a 66/33% train/test split
on all data, as well as some ‘leave-one-out’ (L1O) examples, in which a single
participant session is excluded from training and used only for testing. There
is an example for this utilising the entire dataset and two exclusively utilising
participant #2.
These results reveal that all of these models struggle (to varying degrees) to
generalise over time, whether predicting on data from the same or different individuals. This phenomenon is most likely attributable to concept drift, whereby
the target changes by an unknown margin with time.
The drift effect is most obvious when considering different train/test splits
on data from participant #2 (bottom section of Table 1): accuracy of Random
Forest almost halves when predicting locations for the session (#2A) that was
carried out on a different day, compared to predicting on a session (#2E) that
was carried out on the same day as most of the training data. This experiment
reveals that classification accuracy is dependent on not just a sufficient pool of
training data, but on training data collected close to the time of the test data.
The model may therefore be overfitting to the response of the RFID tags around
a point in time, then struggling to then generalise to new data.

146
30
30
1
1
1
0
1
2
3
A

95
239
140
6
9
1
0
76
16
7
B

13
123
670
42
50
18
18
75
72
44
C

0
0
30
431
0
3
0
0
19
81
D

Predicted
0
0 0
3
1 0
56 76 0
0
0 0
1338 64 0
44 171 0
42 6 0
24 25 0
10 1 0
0
0 0
E F G

56
0
0
18
4
0
145 75 17
17
6
0
6
0
7
16
0 20
1
0
0
1040 1 63
5 1333 2
1
0 194
H
I
J

Truth
A = bedroom wardrobe
B = bedroom drawers
C = TRA
D = bedroom mirror
E = kitchen worktop corner
F = kitchen worktop sink
G = kitchen worktop stove
H = kitchen table
I = bedroom bed
J = bedroom chair

Table 2: Confusion matrix for DeepESN. Evaluated with a 66/33% train/test
split. Corresponds to DESN result in Table 1.

Our testbed remained in effectively the same configuration across all of the
recording sessions, although it is virtually impossible to account for minor move-
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ment of objects and furnishings occurring during the study. Despite this, dramatic changes of measured peak RSSI values day to day are clearly observed in
the raw data, as shown in Figure 5. In both examples, a five day gap in recordings
results in changes to the average measured peak RSSI, with one tag no longer
being read at all—neither tag is physically obstructed. Some of the observed
behaviour may be attributed to typical fluctuations in transceiver operation, in
addition to non-linear effects of RF multipath and physical disturbances, including from office spaces adjacent to our test-bed.

Fig. 5: Example of average measured RSSI can change over time, despite minimal
changes to environment. Here, recordings taken five days apart show significant
average values. Four participants are shown on each plot, two per day.

Our next attempt has been to experiment with sequence learning techniques,
in order to leverage the temporal aspect of our data. In particular, we used the
Deep Echo State Network (DeepESN/DESN) implementation proposed in [19],
which is based on layered Echo State Networks [20]. These types of Recurrent
Neural Networks have been demonstrated to be extremely efficient in processing noisy timeseries, including in human-activity recognition (HAR) tasks using
RSSI data from wearable devices [21]. We have included in Table 1 (in column
‘DESN’) the results of a 66/33% train/test split over the whole dataset (25,924
data samples with 197 variables) and also data pertaining only to user #2 trials
(11,100 samples). A corresponding confusion matrix for this result is provided
in Table 2. As input features we used running average and standard deviation
of RSSI data, computed over windows of five seconds, and normalised ([-1..+1]).
We obtained the best results with a DeepESN architecture with five layers, each
of which consisted of a fully-connected reservoir with 200 units. The resulting
accuracy on the whole dataset, around 75%, is considerably higher than what
we obtained with fingerprint (e.g. Random Forest) methods utilising the same
train/test split, which shows this class of techniques a better choice to handle
the noise in RFID data. However, noticeably the DeepESN approach fares even
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worse in coping with the abrupt change between training and testing data collected nine days apart from each other, as shown by the very poor accuracy
(≈20%) from the train/test split with user #2.

4

Conclusions and Future Work

In this work we have evaluated the application of COTS RFID equipment to the
task of indoor region localisation, a vital source of data in AAL. Our approach
shows potential in its simple installation, which benefits from the use of passive
tags and requires minimal planning in terms of tag placement. However, we have
also highlighted how the approach is prone to concept drift, in that measured
RSSI deviate further away over time from the data used in the initial supervised
learning. We make the dataset publicly available4 for reproducing our results
and support other researchers in the area. In our future work we plan to design
an ad-hoc system tailored for AAL monitoring. We will also delve further into
sequence learning techniques, only touched on here, in conjunction with automatic calibration approaches to measure RSSI background (e.g. when no one is
in the environment) and track and compensate its drift over time.
Acknowledgements. This work was supported by the Engineering and Physical Sciences Research Council (grant EP/L016834/1), the Carnegie Research
Incentive Grant (RIG008216), and by METRICS (H2020-ICT-2019-2-#871252).
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